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Why? How? What ? 

• Objective: Improve attribution

• Why?

• Aviation is a critical infrastructure – Subject to “strategic” threats (thus well identified APTs)

• Cyber attacks on aviation are “popular” and attractive for the media

• Very similar technologies used all over the world

• Attribution is not an obsession … But we need to improve our prediction capability of future attacks

• How? Two-step approach

• SW-based tool to identify potential APTs based on MITRE ATT&CK TTPs

• AI/ML app to analyse the attack context in order to refine attribution
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Summary

• Problem

• Attribution

• Solution: 2-step approach

• Step1: AFiT

• Step2: AI/ML tool
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APT Groups
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APT29

https://attack.mitre.org/groups/G0016/ 5



MITRE ATT&CK mapping for APT29
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Problem : Attribution
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APT29



Which APT Group is this ? 
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What if some information is missing? 
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Solution

• Data driven APT attribution

• Based on observed TTPs

• 2 step approach:

• Step 1: AFiT tool

• Step 2: AI/ML  tool for data (TTP) extraction from free text
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1st step: Adversary Finder tool



1st step: SW based tool – Adversary Finder Tool (AFiT) 

• Free tool developed by EATM-CERT

• APT database from MITRE ATT&CK 

• Used to show how MITRE ATT&CK can be used

• Support the promotion and use of MITRE ATT&CK in aviation

• Use TTPs to predict APT group

• Support prediction based on TTP similarity

12



Adversary Finder Tool (AFiT)
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Adversary Finder Tool (AFiT)
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Adversary Finder Tool (AFiT)
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Adversary Finder Tool (AFiT)
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Adversary Finder Tool (AFiT)
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Adversary Finder Tool (AFiT)
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Adversary Finder Tool (AFiT)
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Adversary Finder Tool (AFiT)
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2nd step: AI/ML based tool



AI/ML app

• Find and structure data (though most data 

cannot be shared) in free text

• Create AI/ML model that could find patterns and 

make better predictions

• Improve prediction by considering contextual info 

provided in the cyber attack report 

• Increase likelihood for some APTs –

decrease/exclude for others
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AI/ML app – Cooperation and Information sharing

• Federated machine learning

• Share only models as data cannot be shared

• FEDn Project 

https://scaleoutsystems.github.io/fedn/ 

• Two modes to use it:

• Frozen mode: simply apply it to – without

further enriching it

• Enriching mode: apply it and further enrich the 

model with updated dataset
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AI/ML app
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T1566 Phishing

T1598.002  Spearphishing Attachment

T1059.001  Powershell

T1090.004  Domain Fronting

Context - target

Context – similar attack



Call for cooperation

• AFiT tool: you can use it if interested,   

no need to share data with us.

• Report bugs, suggestions, etc.. 

• AI/ML app

• Federated learning approach:

• Train model based on your dataset

• Enrich the “central” model based on your locally 

trained model

• No need to share data with us
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THANK YOU

Patrick MANA (patrick.mana@eurocontrol.int)

Bahtiar MUSTAFA (bahtiar.mustafa@eurocontrol.int) 
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